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(Reuters) - The company behind the popular Zoom videoconferencing app has been hit with a proposed class action accusing 

it of handing unwitting users’ personal information to social media company Facebook Inc. 

  

The lawsuit against San Jose-based Zoom Video Communications Inc, filed in the Northern District of California federal 

court on Monday by California resident Robert Cullen, comes amid a surge in the app’s use as millions of Americans stay 

home to combat the coronavirus pandemic. 

  

Cullen said that the Zoom app for iOS, the operating system for Apple’s iPhones, violated users’ privacy by sending 

Facebook information about users’ phones, including a unique “advertiser ID” used by companies to send targeted 

advertisements. 

  

”Upon installing or upon each opening of the Zoom app, Zoom collects the personal information of its users and discloses, 

without adequate notice or authorization, this personal information to third parties, including Facebook Inc, invading the 

privacy of millions of users,” Cullen said. 

  

The lawsuit did not identify any third parties other than Facebook. 

  

Asked for comment on the lawsuit, a Zoom spokesman referred Reuters to a March 27 blog post from Zoom CEO Eric Yuan, 

who wrote that Facebook was collecting information because of a feature allowing users to log into Zoom using their 

Facebook accounts. He said in the post that Zoom had determined Facebook was collecting information that was not 

necessary for the log-in feature, and had released a new version that would not send information to Facebook. 

  

The lawsuit includes claims for negligence, unjust enrichment, invasion of privacy under California’s constitution and 

violations of California’s Consumer Privacy Act, Unfair Competition Law and Consumers Legal Remedies Act. 

  

It seeks unspecified money damages on behalf of a proposed class of similarly situated consumers nationwide. 

  

Also on Monday, the New York Times reported that New York Attorney General Letitia James had sent Zoom a letter with 

questions about its data privacy practices and about what security measures it had put in place to deal with the threat of 

hackers. 

  

A spokesman for James confirmed that her office had “sent a letter to Zoom with a number of questions to ensure the 

company is taking appropriate steps to ensure users’ privacy and security,” but declined to provide the letter or further 

details. 

  

”Zoom takes its users’ privacy, security, and trust extremely seriously,” the company said in an emailed statement about the 

letter. “During the COVID-19 (coronavirus) pandemic, we are working around-the-clock to ensure that hospitals, 

universities, schools, and other businesses across the world can stay connected and operational. We appreciate the New York 

Attorney General’s engagement on these issues and are happy to provide her with the requested information.” 

  

The case is Cullen v. Zoom Video Communications Inc, U.S. District Court for the Northern District of California, No. 
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20-cv-02155. 

  

For plaintiff: Mark Tamblyn of Wexler Wallace 

  

For Zoom: not available 
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